Or-Hof ia
//\(Ca\é?fttc sel

CleorPot_h ;o Iemme 4 g
o TLV

Automated Decision Making
What is it and how do | comply?

Adv. Dan Or-Hof, Amir Noy, Eran Gandman

This presentation is NOT legal advice



Decision Making — Important and Complicated

$
gt
= ¥ :
e
4 N .
& 5"
/-’. =y
/ -
/ -
¥ it .
. A
A
.
gl
-

Credit: Frank Tunder




Or-HoF

What is a Decision?

Rational: A process.
Choosing an alternative to attain a goal

Philosophical: A deliberate act of will.

Resolve uncertainty and commit to one
action

Behavioral: A choice.

Reflects preferences, cognitive
limitations, heuristics, bias and context
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Right to Right of Right to Right to
be Informed Access Rectification  Erasure
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Right to Right to Rights Rights related
Restrict Data to Object |to Automated
Processing Portability Decision
Making and

Profiling

Freedom to make bad decisions

By nrkbeta - IMG_4330, CC BY-SA 2.0,

Randomness in
decisions
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Fear of machines

Hijacks/manipulates
human decision making

Who's liable?




Or-Hof An Al System

1. machine
2. autonomy
. Recommendation
3. adaptive
4. inference Decision
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The right to know and to say no
V.
The duty to be responsible

freedom
for sub-
optimal
choosing

safeguards
human
autonomy

regulates
liability
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face
machine
flaws and

takeover
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AUTOMATED DECISION MAKING IN THE EU
- GDPR AND EU Al ACT —

*Overview

* CJEU judgment regarding SCHUFA Holding.
* Key Requirements under the GDPR
 Algorithmic data protection by design

*EU Al Act main takeaways

* Practical Implications
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AUTOMATED DECISION MAKING IN THE EU
- GDPR -

* Not all profiling activities lead to N
automated decision-making that falls /" All personal data
under Article 22 of the GDPR. V™ N .\ Scopeofthe
4 y ™. \ Rightnotto be
/ / N\, |  subjectto
| 4 .. S |
* Automated decision-making can still | / Decisions are \ | Ao
. . I Mmaade base \
be considered automated even if \ | solsiyon ¥
. \ \ I
there is some degree of human \ \ automated //
intervention. \PhocessiE 7/
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AUTOMATED DECISION MAKING IN THE EU
- GDPR -

*Big impact on data subjects.

* EDPB: cancellation of a contract,
entitlement to or denial of a social benefit,
refusal of admission to a country, or denial
of citizenship.

e Recital 71: automatic refusal of an online
credit application or e-recruiting practices
without any human intervention.
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AUTOMATED DECISION MAKING IN THE EU
- GDPR -

CJEU, judgment of 7 December 2023, Case C-634/21, SCHUFA Holding.

~ |'1234 5678 0123y |/
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AUTOMATED DECISION MAKING IN THE EU
- GDPR -
SCHUFA Balancing test /
Baseline of preliminary assessment:

*the level of detail of the profile;
*the comprehensiveness of the profile; o Do | L

. . B THEPROFILE ¢ B IMPACTOF
*the impact of the profiling; ;
*the possible future combination of profiles; and ¥ o T e RR R W

S 1 PROFILING §

. . b SIVENENESS comsmﬂguj awh FUTURE ngg;‘:s';“s
*the safeguards ensuring fairness, non- Y Y | e

discrimination, and accuracy in the profiling
process.
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AUTOMATED DECISION MAKING IN THE EU
- ALGORITHMIC DATA PROTECTION BY DESIGN -

ALGORITHMIC DATA PROTECTION
IN THE AGE OF ALGORITHMIC ACCOUNTABILITY

.
A T A
FiXo | N

*Explaining how that automated decision-
making system works internally.

e Clarifying how decisions are made and how
individuals can contest them.

*Bridging internal risk mitigation with
external transparency obligations.
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AUTOMATED DECISION MAKING IN THE EU
- EU Al ACT -

When Al systems significantly affect individuals’ rights or access to
services, especially in

*hiring processes and employment monitoring,
e credit scoring,

*emotion recognition,

*real-time remote biometric identification, and
*law enforcement.
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AUTOMATED DECISION MAKING IN THE EU
- EU Al ACT -

*Risk Management

e Data Governance and Documentation

* Traceability

*Human Oversight

%

o

Eu\!

* Accuracy, Robustness, and Cybersecurity Al ACT/
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AUTOMATED DECISION MAKING IN THE EU
- INTEGRATION -

What should we do?
*|nteracting with an Al system.

* Explanations of how decisions are made.

* Ability to contest decisions.

CONSENT & = / RISK-BASED |
TRANSPARENCY {_ REGULATION

* Meaningful information.
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AUTOMATIC DECISION-MAKING TECHNOLOGY (ADMT) IN THE US
- CALIFORNIA AS A CASE STUDY -

e Overview

Key legal sources

CCPA Regulations — Key Requirements

Main takeaways

Practical Implications
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OVERVIEW
- NO SINGLE ADM LAW -

* No unified federal privacy law (APRA draft under discussion).
 ADMT regulated through sectoral laws, agency guidance, and executive actions

 State laws governing privacy are beginning to regulate (e.g., draft CCPA
Regulations).
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KEY LEGAL SOURCES
- FEDERAL -

FTC Act (Sec.5): Unfair/deceptive ADMT prohibited.

Equal Credit Opportunity Act (ECOA): Explanation requirement for credit-related ADM.

Civil Rights Act — Title VII: Discriminatory ADMT in employment prohibited

Executive Order (EO) on Al for Congress: Trustworthy Al in federal agencies, human
oversight, and impact assessments.

&
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KEY LEGAL SOURCES
- STATE OF CALIFORNIA -

* CCPA draft regulations:

O

O

O

O

O

Risk assessments with respect to ADMT for significant decisions.
Transparency requirement (pre-use notice).

Right to opt-out (+link) of ADMT for significant decisions.

Right to access certain information about ADMT.

Right to human review (HIL) for significant effects.

* Applicable in the employment context.

CALIFORNIA
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DRAFT CCPA REGULATIONS
- ADMT DEFINITION -

Technology (including profiling) processing personal data that substantially
replaces human decision-making by making decisions without human

involvement.
: . I
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DRAFT CCPA REGULATIONS -
KEY REQUIREMENTS — NOTICE, ACCESS, AND OPT-OUT -

* Transparency (Notice):

* Privacy Notice — ADMT used + related rights.

* Pre-use Notice — Description of ADMT, its purpose, details about related
rights, a statement of non-retaliation, and details about how ADMT works.

* Opt-out Right only with respect to significant decisions, unless certain exceptions

apply (e.g., human appeal method available). Right to
Opt-Out
* Access Right provided only with respect to significant decisions — purpose, ADMT e
logic, outcome. —
— il

Right to Right to
be Informed Access
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DRAFT CCPA REGULATIONS
- KEY REQUIREMENTS - RISK ASSESSMENTS -

* Risk Assessments are required when:

* ADMT with respect to significant decisions (e.g., financial or lending services, housing, insurance,
education enrollment or opportunity, employment or independent contracting opportunities or
compensation, etc.)

* ADMT to infer or extrapolate an individual’s capacity as a job applicant, student, employee, or
independent contractor

* ADMT to infer characteristics based on a person’s presence in a sensitive location

* Using personal data to train ADMT for a significant decision.

* Risk assessments may reference equivalent assessments but cannot be substituted.
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DRAFT CCPA REGULATIONS
- MAIN TAKEAWAYS -
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ADMT IN THE US
- PRACTICAL IMPLICATIONS -

(). ADMT Pre-assessment — Machine Decision / Significant Impact / Full blown assessment
Opt-out mechanism, as part of the do-not-sell/limit the use mechanism.
Documentation - demonstration of compliance - details on logic, outputs, and safeguards.
Human in the Loop

¢ Periodic audits and monitoring measures.

Transparency
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EUv.CA V. IL

- High-level Comparison -

ASPECT EU CA IL
Default Rule Prohibited by default, with Permitted by default a¥atal
exceptions
Opt-out Only applies to solely automated Wider — also profiling and high- (?) 1> nn>onn nOTh 72X XY
Right decisions impact ADM
Transparency | Meaningful information about | Plain-language explanation of logic, nN2am 1712 nain
logic output, and impact
Human Required solely for ADM with Proposed right with respect to (?)
Review significant effects impactful decisions
Impact DPIA (GDPR) + Al Impact Similar impact assessment, required NI'019 7V NYOWN 'PON
Assessments Assessment (EU Al Act) for certain contexts of ADM (e.g.,
employment)
Status and In force; Widely enforced by EU | Draft stage (enforcement expected | — nyT 17'a—1v )Tn— nTny (?)
Enforcement supervisory authorities >2026 N'NIn NLI'L
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ADM through Risk Management - Takeaways

v’ Preliminary Assessment (jurisdiction, ADM, significant)

v" Full blown assessment — DP/Al/Cyber Impact/risk assessment
v’ Set controls, measures, procedures (HIL)

v Be transparent & provide choice

v’ Be ready to exercise rights

v' Monitor and audit periodically
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Thank you!

This presentation is NOT legal advice



